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AmendmentS-tO-the Claims : 

A listing of the entire set of pending claims (including amendments to the 
claims^ if any) is submitted herewith per 37 CFR 1.121. This listing of claims will 
replace all prior versions, and listings, of claims in the application. 

Listing of Claims: 

1-4. (Canceled) 

5. (Currently amended) A method of performing calculations and data transfers, 
comprising: 

receiving input data into a second register at a first time, 
transfenring the input data from the second register to a first register at a 
second tlme^ 

peitorming arithmetic operations in a processor substantially continuously, the 
arrthmetic operations including functional operations applied to the input data In the 
first register to produce therefrom cutout data, and dummy operations, 

transferring the output d ata b e tw ee n f rom t he processor and ^to_the f irst 
register, th e data i ncluding s el oot data oc s ociat e d w i th th e funotiono l op e rat i ono and 
d^mmy d a t a a ssoo i atod with th e dummy op e rat i on& r 

selectively-transferring the seteg U)utput data b e tw ee n -from t he first register 
and ^o the s econd registe r at a third time , and 

transferring the setect -output data b e tw ee n f rom t he second register af»4-tg_an 
other componen t at a fourth time . 

wherein the dummy operations are performed during gaps in the functional 
operations so as to mask the power consumption associated with the functional 
operations , and the segregation of the second and third times from the first and 
fourth times serves to mask data transfer operations . 
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6. (Currently amended) The method of claim 5, wherein 

tr a n o f orring th e se l e ct data betwoon tho c o cond rog i cter and the othor 
componont i s p e rform e d at a tim e thot i o t he first and fourth times are uncorrelated 
with performing the functional operations , so as to prev e nt a dotormination of a 
e orrolation of pow e r consum e d wh ile porform i ng tho functional op e ratione a nd powo F 
Gon s umod wh i l e transf e rring tho coloot data botwoon tho oocond rogiotor and tho 
othor componont . 

7. (Previously presented) The method of claim 5, wherein 

the functional operations correspond to a cryptographic algorithm, 

8. (Currently amended) The method of claim 5, wherein 

performing the arithmetic operations, transferring the input data to the first 
regi s t e r, and transfem'ng the seteet -output d ata to the second register are arranged to 
substantially mask power consumption related to performing the functional 
operations. 

9. (Currently amended) The method of claim 5, wherein 

performing the arithmetic operations? and t ransferring the input and output 
data , and transferring tho coloot data are arranged to consume substantially uniform 
power consumption. 
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10. {Currently amended) An integrated circuit comprising: 
a processor, 

a first data register that is coupled to the processor, 

a second data register that is coupled to the first data register and te 
conf i gur e d to transfer data botwoon the first dato regist e r and tho cocond data 
r -e gi s t e r a nd b e tw ee n th e- s e co nd d o t o r o gist e F and -to_an other component, and 

a controller, 

wherein 

the processor is configured to: 

perform a given set of functional operations to execute an intended 
algorithm during a first timo coquonoo , based on input data in the first data register. 
and 

transfer output data betwe e n f rom t he processor and-to the first data 
register while performing the given set of functional operations; an4 
the controller is configured to; 

transfer the input data from the second data register to the first data 

register and the output data from the first data register to the second data register 
according to a first time sequence. 

transfer the input data from the other component to the second register 

and the output data from the second register to the other component according to a 
second time sequence: and 

the second time seouence control th e tranafar - of dat a nt tho nnnr^nH rngf^t^y - 
a-se cond t i m e s e qu e nco thot is substantially uncorrelated with the first time 
sequence , so that a oorro l gtion of first cu Fre nt s a ssoc i atod with p e rforming th e g i von 
Dot of function al op e rations^nd oooond ourrontc assoGlotod w i th p e rform i ng tho data 
input and d a t a output transforo r el at e d to - tho givon set of funct i ona l oponations 
cannot be dotorminod . 
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11. (Currently amended) The integrated circuit of claim 10, wherein 

the processor is further configured to execute dummy operations that do not 
affect the seteot -output data during gaps in the first t i mo coquoncG performinQ the 
functional operations . 

12. (Previously presented) The Integrated circuit of claim 1 1 , wherein 

the controller is further configured to control the processor to perform the 
dummy operations during the gaps in the functional operations. 

13. (Currently amended) The integrated circuit of claim 12, wherein 

the controller is configured to control the processor and to transfer the in put 
and output data so as to substantially mask power consumption variations related to 
the functional operations. 

14. (Currently amended) The integrated circuit of claim 12, wherein 

the controller is further configured to transfer dummy data that does not affect 
the seteet -output data between the first register and the second register 

15. (Currently amended) The integrated circuit of claim 14, wherein 

the controller is configured to control the processor and to transfer the input, 
output, and dummy data so as to substantially mask power consumption variations 
related to the functional operations. 

16. (Previously presented) The integrated circuit of claim 10, wherein 

the Intended algorithm Is a cryptographic algorithm. 
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17, (Currently amended) An apparatus comprising: 

a processor that is configured to perform a sequence of functional operations 
related to a set of input data to produce therefrom a set of output data . 

a first register that Is configured to provide input data and output data storage 
capabilities for the processor to perform the sequence of functional operations, 

a second register that is configured to facilitate t ransfer oLthe sets of input 
data and output data between the proc e ssor fi rst register and an ©thef^external 
component, and 

a controller that is configured to control the-transfere of the sets of input and 
output data betwe e n among the first register t he second register^, and the external 
component, 

wherein 

the controller is configured to provid e th e transfer of th e s e t of data botwoon 
th e se cond r e gi s t e r a nd th e e xternal compon e nt by contro l l i ng a control t ransfer of 
the set of Input d ata botwoon f rojQLthe second register afld-to_the first registerr so that 
the processor can perform the sequence of functional operations related to the set of 
Input d ata at the first register , and 

the controller is further configured to control the-transfer of the set of output 
data b e tweon th e se cond r e gister and from t he first registe r to the second register so 
that the transfer of the sets of input and output data between the second register and 
the other component is substantially uncorrelated to the sequence of functional 
operations performed by the processor. 

18. (Previously presented) The apparatus of claim 17, wherein 

the sequence of functional operations performed by the processor 
corresponds to a cryptographic algorithm. 
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19, (Currently amended) The apparatus of claim 17, wherein 

the processor is further configured to perform other operations that are 
unrelated to the trancfor of th e ee t of data b e tween th e- first rog i otor a nd th e s e cond 
r e qi s t e p functional operations , so as to mask power consumptions related to the 
sequence of functional operations performed by the processor. 

20. (Previously presented) The apparatus of claim 17. wherein 

the processor is further configured to perfomn other data transfer operations 
that are unrelated to the transfer of the set of data between the first register and the 
second register, so as to mask power consumptions related to the transfer of the set 
of data between the first register and the second register. 
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